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Newton Linux User Group – Graphing SNMP with Cacti and RRDtool 
 
Summar y:  
 
Cact i  i s  an i nt er f ace t hat  can be used t o easi l y manage t he gr aphi ng of  SNMP dat a.   
These gr aphs al l ow you t o v i sual i ze per f or mance t r ends wi t hi n your  Li nux syst ems or  
net wor k i nf r ast r uct ur e.  
 
We have been usi ng Cact i  t o manage RRD based gr aphs of  our  host i ng net wor k f or  qui t e 
some t i me now.   When we consi der ed movi ng f r om MRTG based gr aphi ng t o RRDt ool  based 
gr aphi ng,  i t  seemed t hat  conf i gur i ng RRDt ool  was goi ng t o be much mor e di f f i cul t  t han 
conf i gur i ng MRTG had been.   Cact i  has made conf i g and management  of  MANY dat a sour ces 
a br eeze.  
 
 
I ' l l  be demonst r at i ng t he f ol l owi ng:  
 

*  How t o i nst al l  and conf i gur e Cact i  on a RedHat  9 syst em 
*  How t o gr aph cpu/ memor y/ di sk usage on a Li nux syst em vi a SNMP.  
*  How t o gr aph net wor k usage on a managed swi t ch v i a SNMP 

 
You coul d al so use Cact i  t o gr aph Wi ndows syst em per f or mance.  We won' t  be cover i ng 
t hi s because t he " L"  i n NLUG doesn' t  st and f or  Wi ndows.   : )  
 
 
 
Websi t e Ref er ences:  
 
Cact i :  Web- based RRDt ool  Fr ont end 
ht t p: / / r axnet . net / pr oduct s/ cact i /  
 
RRDt ool :  a r ei mpl ement at i on of  MRTGs gr aphi ng and l oggi ng f eat ur es 
ht t p: / / www. r r dt ool . or g/  
 
 
Syst em Requi r ement s:  
 

Cact i  Ser ver  
 Li nux wi t h Apache,  MySQL 3. 23+ and PHP 4. 1+ 
 RRDt ool  
 Net - SNMP ( or  Ucd- SNMP on ol der  syst ems)  

 
 Li nux Host s 
  SNMP suppor t  ( may need t o i nst al l  and conf i g Net - SNMP or  Ucd- SNMP)  
  SNMP communi t y st r i ng /  passwor d  ( you must  have t hi s)  
 
 Net wor k Host s 
  SNMP suppor t  ( most  r out er s and managed swi t ches suppor t  SNMP)  
  SNMP communi t y st r i ng /  passwor d  ( you must  have t hi s)  
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Cact i  Ser ver  I nst al l at i on Not es:  
 
The demonst r at i on ser ver  i s r unni ng Li nux Redhat  9 wi t h cur r ent  updat es.   We al r eady 
have a wor ki ng i nst al l at i on of  Apache,  MySQL,  PHP and phpMyAdmi n 2. 5. 7.  
 
# St ar t  by cr eat i ng a cact i  dat abase as wel l  as t he cact i  user  v i a phpMyAdmi n. . .  

ht t p: / / cact i - demo. newt onl ug. or g/ phpmyadmi n/  
 
*  CREATE NEW DATABASE:  " cact i "  
*  PRI VI LEGES 
  *  ADD A NEW USER 
    *  USERNAME:  cact i  
    *  HOSTNAME:  l ocal host  
    *  PASSWORD:  r andom* cact i * sql * passwor d 
    *  GO 
    *  DATABASE SPECI FI C PRI VI LEGES:  cact i  
    *  SELECT,  I NSERT,  UPDATE,  DELETE,  CREATE,  ALTER,  I NDEX,  DROP 
 
# We need t o downl oad and ext r act  cact i .   We’ l l  downl oad i t  t o / opt / cact i /  di r ect or y.  
[ r oot @cact i  r oot ] # cd / opt /  
[ r oot @cact i  opt ] # mkdi r  cact i /  
[ r oot @cact i  opt ] # cd cact i /  
[ r oot @cact i  cact i ] # wget  ht t p: / / www. r axnet . net / downl oads/ cact i / cact i - 0. 8. 5. t ar . gz 
[ r oot @cact i  cact i ] # t ar  - zxvf  cact i - 0. 8. 5. t ar . gz 
[ r oot @cact i  cact i ] # mv cact i - 0. 8. 5/  / var / www/ ht ml / cact i /  
[ r oot @cact i  cact i ] # cd / var / www/ ht ml / cact i /  
 
# We need t o popul at e our  new cact i  dat abase wi t h SQL i nf or mat i on 
[ r oot @cact i  cact i ] # mysql  –u r oot  - p cact i  < cact i . sql  
 
# We need t o updat e t he cact i  conf i gur at i on f i l e t o i ncl ude our  SQL dat abase i nf o 
[ r oot @cact i  cact i ] # v i  i ncl ude/ conf i g. php 
 

$dat abase_def aul t  = " cact i " ;  
$dat abase_host name = " l ocal host " ;  
$dat abase_user name = " cact i " ;  
$dat abase_passwor d = " r andom* cact i * sql * passwor d" ;  

 
# We wi l l  cr eat e a cact i  user name and set  a passwor d on t he account  
[ r oot @cact i  cact i ] # user add cact i  
[ r oot @cact i  cact i ] # passwd cact i  
Changi ng passwor d f or  user  cact i .  
New UNI X passwor d:  r andom* cact i * user * passwor d 
 
# We need t o change owner shi p of  t he “ r r a”  and “ l og”  di r ect or i es cact i  wi l l  use.  
[ r oot @cact i  cact i ] # chown - R cact i  r r a/  l og/  
 
# We need t o add a l i ne t o cr ont ab so we can col l ect  dat a ever y 5 mi nut es 
[ r oot @cact i  cact i ] # v i  / et c/ cr ont ab 
 

* / 5 *  *  *  *  cact i  php / var / www/ ht ml / cact i / cmd. php > / dev/ nul l  2>&1 
 
# I f  we r un t he command we j ust  added t o CRON,  we shoul d r ecei ve a message as f ol l ows.  
[ r oot @cact i  cact i ] # php / var / www/ ht ml / cact i / cmd. php 

 
Ther e ar e no i t ems i n your  pol l er  cache.  Make sur e you have at  l east  one dat a sour ce 
cr eat ed.  I f  you do,  go t o ' Ut i l i t i es ' ,  and sel ect  ' Cl ear  Pol l er  Cache' .  
t i me:  0 

 
# A maj or i t y of  t hi s i nf or mat i on i s al so avai l abl e on t he f ol l owi ng webpage. . .  
ht t p: / / www. r axnet . net / pr oduct s/ cact i / docs/ I NSTALL. ht m 
 
# Cact i  i s  now i nst al l ed.   We’ l l  pr epar e our  SNMP host s and devi ces next .  
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Li nux Syst em -  SNMP I nst al l at i on and Conf i gur at i on Not es:  
 
Bef or e you can col l ec t  dat a f r om your  Li nux syst em,  you must  i nst al l  and conf i gur e 
SNMP.   We wi l l  demonst r at e wi t h a Li nux Redhat  9 syst em.   I f  you have an ol der  l i nux 
syst em,  you may need t o subst i t ut e ª net - snmpº  wi t h ª ucd- snmpº .  
 
# Check t o see i f  net - snmp ( or  ucd- snmp)  i s i nst al l ed.   I f  not ,  i nst al l  i t .  
[ r oot @r h9 r oot ] # r pm - qa |  gr ep - i  snmp 
[ r oot @r h9 r oot ] # apt - get  i nst al l  net - snmp 
 
# Backup t he SNMPd conf i gur at i on and r epl ace t he conf i g wi t h t he f ol l owi ng. . .  
[ r oot @r h9 r oot ] # cp / et c/ snmp/ snmpd. conf  / et c/ snmp/ snmpd. conf . or i g 
[ r oot @r h9 r oot ] # v i  / et c/ snmp/ snmpd. conf  
 

## GENERI C SNMPD. CONF FI LE ## 
 
com2sec not Conf i gUser  def aul t  snmp* passwor d 
gr oup not Conf i gGr oup v1 not Conf i gUser  
gr oup not Conf i gGr oup v2c not Conf i gUser  
v i ew syst emvi ew i ncl uded . 1 
access not Conf i gGr oup " "  any noaut h exact  syst emvi ew none none 
 
# Syst em Locat i on I nf or mat i on 
sysl ocat i on Unknown ( edi t  / et c/ snmp/ snmpd. conf )  
syscont act  Root  <r oot @l ocal host > ( conf i gur e / et c/ snmp/ snmp. l ocal . conf )  
 
# Check f or  l oads:  
l oad 12 14 14 

 
 
# Conf i gur e t he SNMPd ser vi ce t o st ar t  on syst em boot  
[ r oot @r h9 r oot ] # chkconf i g snmpd on 
 
# St ar t  t he SNMPd ser vi ce i mmedi at el y 
[ r oot @r h9 r oot ] # ser vi ce snmpd st ar t  
 
# Al l ow SNMP ( 161/ udp)  f r om t he cact i  ser ver  ( 192. 168. 111. 4)  and r est ar t  f i r ewal l  
[ r oot @r h9 r oot ] # v i  / et c/ sysconf i g/ i pt abl es 
 
- A RH- Lokki t - 0- 50- I NPUT - p udp - m udp - s 192. 168. 111. 4 - - dpor t  161 - d 0/ 0 - j  ACCEPT  
 
[ r oot @r h9 r oot ] # ser vi ce i pt abl es r est ar t  
 
 
 
Our  Li nux syst em i s now conf i gur ed t o accept  SNMP quer i es and r espond t o t he quer i es 
i f  t he cor r ect  communi t y st r i ng ( snmp* passwor d)  i s pr ovi ded.   We wi l l  conf i gur e t he 
cact i  ser ver  t o quer y SNMP on t hi s l i nux syst em i n j ust  a moment .  
 
 
Di scl ai mer :  
 
Thi s i s onl y a sampl e conf i gur at i on f i l e t hat  happens t o al l ow moni t or i ng of  most  
avai l abl e i nf or mat i on v i a SNMP.  I f  you ar e moni t or i ng SNMP i n a pr oduct i on 
envi r onment ,  you shoul d t ake t i me t o cust omi ze t he snmpd. conf  f i l e t o meet  your  
par t i cul ar  needs.  
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Har dwar e Devi ce -  SNMP Conf i gur at i on Not es:  
 
Bef or e you can col l ect  dat a f r om your  har dwar e devi ce ( i e:  r out er  or  managed swi t ch) ,  
you must  enabl e and conf i gur e SNMP.   We wi l l  demonst r at e wi t h an HP Pr oCur ve swi t ch.  
 
I ' l l  connect  my wor kst at i on t o t he swi t ch us i ng a consol e cabl e.   Af t er war ds,  I ' l l  use 
my communi cat i on pr ogr am t o communi cat e wi t h t he swi t ch v i a COM1.   The por t  set t i ngs I  
used wer e 9600 bps,  8N1,  and NO FLOW CONTROL.  
 
Next ,  I ' l l  l ogi n t o t he swi t ch v i a t he consol e cabl e usi ng my passwor d.  
 
 

HP J3299A Pr oCur ve Swi t ch 224M 
Fi r mwar e r evi si on D. 05. 14 
 
Copyr i ght  ( C)  1991- 1998 Hewl et t - Packar d Co.   Al l  Ri ght s Reser ved.  
 
                           RESTRI CTED RI GHTS LEGEND 
 
 Use,  dupl i cat i on,  or  di scl osur e by t he Gover nment  i s subj ect  t o r est r i ct i ons 
 as set  f or t h i n subdi vi s i on ( b)  ( 3)  ( i i )  of  t he Ri ght s i n Techni cal  Dat a and 
 Comput er  Sof t war e cl ause at  52. 227- 7013.  
 
         HEWLETT- PACKARD COMPANY,  3000 Hanover  St . ,  Pal o Al t o,  CA 94303 
 
Passwor d:  my* swi t ch* passwor d 

 
 
 
Then I  choose ª Swi t ch Management º  and ª I P Conf i gur at i onº  t o set  t he I P addr ess.  
Then I  choose ª Swi t ch Management º  and ª SNMP Communi t y Namesº  t o set  t he passwor d.  
 
 
 

HP Pr oCur ve Swi t ch 224M        sw- nl ug- demo                 1- Jan- 1990   0: 07: 54 
 
==========================-  CONSOLE -  MANAGER MODE - ============================ 
           Swi t ch Management  Access Conf i gur at i on -  SNMP Communi t i es 
 
  Communi t y Name :  snmp* passwor d 
  MI B Vi ew :  Manager                     Wr i t e Access :  Rest r i ct ed 
 
     Manager  Addr ess 
  - - - - - - - - - - - - - - - - - - - - - -  
  192. 168. 111. 4 
 
 
 
 Act i ons- >   Cancel      Edi t      Save     Hel p 
 
Ent er  Communi t y Name -  up t o 16 char act er s,  case sensi t i ve;  no spaces 
Use ar r ow keys t o change f i el d sel ect i on,  <Space> t o t oggl e f i el d choi ces,  
and <Ent er > t o go t o Act i ons.  

 
 
Once an I P addr ess and an SNMP communi t y name have been conf i gur ed on t he managed 
har dwar e,  we shoul d be abl e t o quer y t he har dwar e and cr eat e gr aphs usi ng cact i .  
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Cact i  Ser ver  Conf i gur at i on Not es:  
 
Now t hat  we have sever al  SNMP- enabl ed syst ems avai l abl e,  we can conf i gur e cact i  so 
t hat  i t  wi l l  gr aph t hem.   Vi s i t  t he cact i  s i t e t o begi n t he conf i gur at i on pr ocess.  
 

ht t p: / / cact i - demo. newt onl ug. or g/ cact i /  
 
 
The f i r st  t i me you vi s i t  t he s i t e,  you ar e pr esent ed wi t h an i nf or mat i onal  wel come 
page si mi l ar  t o t he f ol l owi ng.   Cl i ck NEXT.  
 
 
You wi l l  t hen be asked t o choose t he t ype of  i nst al l at i on.   Choose ª NEW I NSTALLº  and 
cl i ck NEXT.  

 
 
 
 
You wi l l  t hen be pr esent ed wi t h a l i s t  of  dependenci es.   I f  al l  of  t he RPMs you wi l l  
need ar e i nst al l ed ( i ncl udi ng net - snmp,  net - snmp- ut i l s  and r r dt ool ) ,  cact i  shoul d be 
abl e t o l ocat e al l  of  t he dependenci es.   The demo ser ver  i s r unni ng Li nux Redhat  9 
wi t h cur r ent  updat es.   We al r eady have a wor ki ng i nst al l  of  Apache,  MySQL,  PHP,  et c.  
 
Cor r ect  dependenci es as necessar y or  c l i ck FI NI SH.   
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Af t er  you have cl i cked FI NI SH,  you wi l l  be pr esent ed wi t h a l ogi n page.   Logi n t o your  
new cact i  websi t e wi t h user name ª admi nº  and passwor d ª admi nº .   You wi l l  be r equi r ed t o 
change your  passwor d upon f i r st  l ogi n.  
 
Fi r st  we’ l l  set up gr aphs f or  our  managed swi t ch.  
 
Choose ª Devi cesº  under  ª Management º  on t he l ef t - hand menu.   Then add a devi ce by 
c l i ck i ng t he ª Addº  l i nk on t he dar k bl ue bar  above t he l i s t  of  devi ces.    
 
We wi l l  ent er  t he f ol l owi ng i nf or mat i on f or  t he devi ce.  
 

Descr i pt i on:   sw- nl ug- demo 
Host name:   192. 168. 111. 2 
Host  Templ at e:  Gener i c SNMP- enabl ed Host  
SNMP Communi t y:  snmp* passwor d 
SNMP Ver si on:   Ver si on 2 

 
 
When you cl i ck CREATE,  you wi l l  be t aken t o t he devi ce page.   The page shoul d show 
some basi c SNMP I nf or mat i on j ust  bel ow t he descr i pt i on and t he host name of  t he devi ce.  
NOTE:  I f  t he page shows SNMP er r or ,  conf i r m t he I P,  be sur e SNMP i s enabl ed on t he 
devi ce and check any f i r ewal l  r ul es t hat  may be i nt er f er i ng wi t h t he quer y.  
 
 
Scr ol l  down t o t he ª Associ at ed Dat a Quer i esº  sect i on near  t he bot t om of  t he page and 
conf i r m t hat  t her e i s t he dat a quer y cal l ed ª SNMP – I nt er f ace St at i st i csº  was 
successf ul l y quer i ed.   You may see somet hi ng si mi l ar  t o t he f ol l owi ng:  
 

 
 
 
Scr ol l  back t o t he t op of  t he devi ce page and cl i ck on t he l ar ge bl ue l i nk t hat  says 
ª Cr eat e Gr aphs f or  t hi s Host º .   You wi l l  be t aken t o a new page t hat  shoul d l i s t  t he 
avai l abl e SNMP dat a quer i es.   We want  t o cr eat e gr aphs f or  al l  of  t he por t s so we 
si mpl y c l i ck on t he checkmar k i n t he upper - r i ght  cor ner  of  t he Dat a Quer y ar ea.   Thi s 
wi l l  mar k al l  avai l abl e por t s.   Next ,  c l i ck CREATE at  t he bot t om of  t he page.  
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You wi l l  be pr esent ed wi t h a l i s t  of  i ndexes avai l abl e f or  t he gr aphs.   Somet i mes you 
have mor e t han one opt i on i n t he dr opdown menu.   These opt i ons i nf l uence t he def aul t  
names Cact i  wi l l  gi ve each of  your  gr aphs.  We usual l y choose ª i f I ndexº .   
 
 

 
 
Cl i ck CREATE t o f i ni sh cr eat i ng your  gr aphs.   That ' s i t !   Now you have gr aphs f or  your  
managed swi t ch or  ot her  net wor k devi ce.  
 
 
 
Now l et ’ s set up gr aphs f or  our  Li nux syst em.  
 
Choose ª Devi cesº  under  ª Management º  on t he l ef t - hand menu agai n.   Then add a devi ce by 
c l i ck i ng t he ª Addº  l i nk on t he dar k bl ue bar  above t he l i s t  of  devi ces.    
 
We wi l l  ent er  t he f ol l owi ng i nf or mat i on f or  t he devi ce.  
 

Descr i pt i on:   l i nux- nl ug- demo 
Host name:   192. 168. 111. 5 
Host  Templ at e:  ucd/ net  SNMP Host  
SNMP Communi t y:  snmp* passwor d 
SNMP Ver si on:   Ver si on 2 

 
When you cl i ck CREATE,  you wi l l  be t aken t o t he devi ce page.   The page shoul d show 
some basi c SNMP I nf or mat i on j ust  bel ow t he descr i pt i on and t he host name of  t he devi ce.  
NOTE:  I f  t he page shows SNMP er r or ,  conf i r m t he I P,  be sur e SNMP i s enabl ed on t he 
devi ce and check any f i r ewal l  r ul es t hat  may be i nt er f er i ng wi t h t he quer y.  
 
 
Scr ol l  down t o t he ª Associ at ed Dat a Quer i esº  sect i on near  t he bot t om of  t he page.   You 
shoul d see somet hi ng s i mi l ar  t o t he f ol l owi ng.   Not i ce how t he second quer y r et ur ned 
no i t ems.   Remove t he ª ucd/ net  – Get  Moni t or ed Par t i t i onsº  and add ª SNMP – Get  Mount ed 
Par t i t i onsº  i nst ead.  
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Af t er  maki ng t hese changes,  you shoul d see dat a quer i es and gr aph t empl at es s i mi l ar  t o 
t he f ol l owi ng.  
 

 
 
 
Scr ol l  back t o t he t op of  t he devi ce page and cl i ck on t he l ar ge bl ue l i nk t hat  says 
ª Cr eat e Gr aphs f or  t hi s Host º .   You wi l l  be t aken t o a new page t hat  shoul d l i s t  t he 
avai l abl e SNMP dat a quer i es.   We want  t o cr eat e gr aphs f or  al l  of  t he avai l abl e qur i es 
so we si mpl y c l i ck on t he checkmar k i n t he upper - r i ght  cor ner  of  each Gr aph Templ at e 
or  Dat a Quer y ar ea t o mar k al l  avai l abl e quer i es.   Next ,  c l i ck CREATE at  t he bot t om of  
t he page.  
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You wi l l  be pr esent ed wi t h a l i s t  of  i ndexes avai l abl e f or  t he gr aphs.   Somet i mes you 
have mor e t han one opt i on i n t he dr opdown menu.   These opt i ons i nf l uence t he def aul t  
names Cact i  wi l l  gi ve each of  your  gr aphs.  We usual l y choose ª i f I ndexº  f or  Tr af f i c 
gr aphs and ª hr St or ageDescr º  f or  St or age Gr aphs.  
 
 

 
 
 
Cl i ck CREATE t o f i ni sh cr eat i ng your  gr aphs.   That ' s i t !   Now you have gr aphs f or  
pr ocessor ,  memor y,  di sk and t r af f i c  on your  Li nux syst em.  
 
 
Happy gr aphi ng!  
 
 
NOTE:  Your  gr aphs wi l l  al ways appear  br oken unt i l  t he f i r st  5 mi nut e pol l i ng cycl e has 
occur r ed.   Thi s i s because t he dat a f i l es t hat  t he gr aphs ar e based on ar e not  cr eat ed 
unt i l  t he f i r st  t i me t he devi ce i s pol l ed.  
 
 
 
 


