NLUG Presentation (www.newtonlug.org) Graphing with Cacti and RRDtool

Newton Linux User Group — Graphing SNMP with Cacti and RRDtool
Sumary:

Cacti is an interface that can be used to easily manage the graphing of SNWP data.
These graphs allow you to visualize performance trends w thin your Linux systens or
network infrastructure.

We have been using Cacti to manage RRD based graphs of our hosting network for quite
sone tine now. When we considered noving from MRTG based graphing to RRDtool based
graphing, it seened that configuring RRDtool was going to be nmuch nore difficult than
configuring MRTG had been. Cacti has made config and nanagerment of MANY data sources
a breeze.

I'I'l be denmonstrating the follow ng:

* How to install and configure Cacti on a RedHat 9 system
* How to graph cpu/ nenory/di sk usage on a Linux system via SNWP.
* How to graph network usage on a managed switch via SNWP

You could also use Cacti to graph Wndows system perfornmance. W won't be covering
this because the "L" in NLUG doesn't stand for Wndows. :)

Websi t e References:

Cacti: Web-based RRDtool Frontend
http://raxnet. net/products/cacti/

RRDt ool : a reinplenentation of MRTGs graphing and | oggi ng features
http://ww.rrdtool.org/

Syst em Requi renment s:

Cacti Server
Li nux with Apache, MySQ 3.23+ and PHP 4.1+
RRDt ool
Net - SNMP (or Ucd- SNMP on ol der systens)

Li nux Hosts
SNWVP support (may need to install and config Net-SNVP or Ucd- SNVP)
SNVP conmmunity string / password (you must have this)

Net wor k Host's
SNWP support (nmost routers and nanaged sw tches support SNWP)
SNVP conmmunity string / password (you must have this)

LINUX CACTI LINUX
HOST SERVER HOST

SWITCH
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Cacti Server Installation Notes:

The denonstration server is running Linux Redhat 9 with current updates. W already
have a working installation of Apache, MySQL, PHP and phpMyAdnmin 2.5.7.

# Start by creating a cacti database as well as the cacti user via phpM/Admn. ..
http://cacti-denp. newt onl ug. or g/ phpnyadni n/

* CREATE NEW DATABASE. "cacti"
* PRI VI LEGES

* ADD A NEW USER

* USERNAME: cacti

HOSTNAME: | ocal host
PASSWORD: randontcacti *sql *password
(€0)
DATABASE SPECI FI C PRI VI LEGES: cacti
SELECT, | NSERT, UPDATE, DELETE, CREATE, ALTER, | NDEX, DRCP

* % F X *

# We need to downl oad and extract cacti. W’'Il|l download it to /opt/cacti/ directory.
[root @acti root]# cd /opt/

[root @acti opt]# nkdir cacti/

[root @acti opt]# cd cacti/

[root @acti cacti]# wget http://ww.raxnet.net/downl oads/cacti/cacti-0.8.5.tar.gz
[root @acti cacti]# tar -zxvf cacti-0.8.5.tar.gz

[root @acti cacti]# nmv cacti-0.8.5/ /var/ww htm /cacti/

[root @acti cacti]# cd /var/ww htnml/cacti/

# W need to popul ate our new cacti database with SQ. infornation
[root @acti cacti]# nysql —u root -p cacti < cacti.sql

# W need to update the cacti configuration file to include our SQ database info
[root @acti cacti]# vi include/config.php

$dat abase_default = "cacti”;
$dat abase_host nane = "l ocal host";
$dat abase_usernane = "cacti";

$dat abase_password "randontcacti *sql *password";

# W will create a cacti username and set a password on the account
[root @acti cacti]# useradd cacti

[root @acti cacti]# passwd cacti

Changi ng password for user cacti.

New UNI X passwor d: randonfcacti *user*password

# W need to change ownership of the “rra” and “log” directories cacti will use.
[root @acti cacti]# chown -R cacti rral/ |og/

# We need to add a line to crontab so we can collect data every 5 minutes
[root @acti cacti]# vi /etc/crontab

*/5 * * * * cacti php /var/ww/ htm /cacti/cnd. php > /dev/null 2>&1

# If we run the conmand we just added to CRON, we should receive a nessage as follows.
[root @acti cacti]# php /var/ww/ htm /cacti/cnd. php

There are no items in your poller cache. Mike sure you have at |east one data source
created. If you do, go to 'Wilities', and select 'Clear Poller Cache'.
time: O

# Amjority of this information is also available on the foll owi ng webpage. ..
http://ww. raxnet. net/ products/cacti/docs/ | NSTALL. ht m

# Cacti is nowinstalled. W'Ill prepare our SNVP hosts and devi ces next.
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Li nux System - SNMP Installation and Configuration Notes:

Before you can collect data from your Linux system you nust install and configure
SNWP.  We will denonstrate with a Linux Redhat 9 system If you have an ol der |inux
system you nmay need to substitute 2net-snnp® with 2ucd-snnp°.

# Check to see if net-snnp (or ucd-snnp) is installed. |If not, install it.
[root@h9 root]# rpm-qga | grep -i snnp
[root@h9 root]# apt-get install net-snnp

# Backup the SNMPd configuration and replace the config with the follow ng...
[root@h9 root]# cp /etc/snnp/snnpd. conf /etc/snnp/snnpd. conf.orig
[root@h9 root]# vi /etc/snnp/snnpd. conf

## GENERI C SNWPD. CONF FI LE ##

consec not Confi gUser def aul t snnp* passwor d
group not Confi gGoup vl not Conf i gUser
group not Confi gGoup v2c not Conf i gUser
Vi ew systenvi ew included .1

access notConfigGoup "" any noauth exact systenview none none

# System Location | nformation
sysl ocation Unknown (edit /etc/snnp/snnpd. conf)
syscont act Root <root @ ocal host> (configure /etc/snnp/snnp. | ocal . conf)

# Check for | oads:
| oad 12 14 14

# Configure the SNMPd service to start on system boot
[root@h9 root]# chkconfig snnpd on

# Start the SNMPd service i mediately
[root@h9 root]# service snnpd start

# All ow SNWP (161/udp) fromthe cacti server (192.168.111.4) and restart firewall
[root@h9 root]# vi /etc/sysconfig/iptables

-A RH Lokkit-0-50-1NPUT -p udp -mudp -s 192.168.111.4 --dport 161 -d 0/0 -j ACCEPT

[root@h9 root]# service iptables restart

Qur Linux systemis now configured to accept SNWMP queries and respond to the queries
if the correct comunity string (snnp*password) is provided. W will configure the
cacti server to query SNWP on this linux systemin just a noment.

Di scl ai ner:
This is only a sanple configuration file that happens to allow nonitoring of nost
available information via SNW. |If you are nonitoring SNMP in a production

environnent, you should take time to customze the snnpd.conf file to nmeet your
particul ar needs.
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Har dware Device - SNWP Configuration Notes:

Before you can collect data from your hardware device (ie: router or nanaged sw tch),
you nust enable and configure SNMP. We will denonstrate with an HP ProCurve switch.

I'I'l connect ny workstation to the switch using a console cable. Afterwards, |I'll use
nmy communi cation programto comunicate with the switch via COML. The port settings |
used were 9600 bps, 8N1, and NO FLOW CONTROL.

Next, I'Il login to the switch via the consol e cable using ny password.

HP J3299A ProCurve Switch 224M
Firmnvar e revision D.05.14

Copyright (C) 1991-1998 Hew ett-Packard Co. All Rights Reserved.
RESTRI CTED RI GHTS LEGEND
Use, duplication, or disclosure by the Governnent is subject to restrictions
as set forth in subdivision (b) (3) (ii) of the Rights in Technical Data and
Comput er Software clause at 52.227-7013.
HEWLETT- PACKARD COVPANY, 3000 Hanover St., Palo Alto, CA 94303

Password: ny*switch*password

Then | choose 2Swi tch Managenent® and 21 P Configuration® to set the | P address.
Then | choose 2Swi tch Managenment® and @SNMP Comunity Nanmes® to set the password.

HP ProCurve Switch 224M sw nl ug- deno 1-Jan- 1990 0: 07: 54

- CONSOLE - MANAGER MODE -
Swi tch Management Access Configuration - SNWP Communities

Community Name : snnp*password
M B View : Manager Wite Access : Restricted

Manager Address

192.168.111. 4

Actions->  Cancel Edi t Save Hel p

Enter Community Nane - up to 16 characters, case sensitive; no spaces
Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

Once an |P address and an SNMP community nane have been configured on the managed
hardware, we should be able to query the hardware and create graphs using cacti.
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Cacti Server Configuration Notes:

Now that we have several SNWP-enabled systens available, we can configure cacti so
that it will graph them Visit the cacti site to begin the configuration process.

http://cacti-deno. newt onl ug. org/ cacti/

The first tinme you visit the site, you are presented with an infornmational welcone
page sinmlar to the following. dick NEXT.

You will then be asked to choose the type of installation. Choose 2NEW I NSTALL® and

click NEXT.
Please select the type of installation
INewInstaII j
The following information has been determined from cacti's configuration file,
If it is not correct, please edit includefconfig.php' before continuing.
Datahase User: cacti
Database Hostname: localhost
Database: cacti
Server Operating System Type: unix
You will then be presented with a |list of dependencies. If all of the RPMs you will

need are installed (including net-snnp, net-snnp-utils and rrdtool), cacti should be
able to locate all of the dependencies. The denpb server is running Linux Redhat 9
with current updates. W already have a working install of Apache, MySQ., PHP, etc.

Correct dependenci es as necessary or click FIN SH

Cacti Installation Guide

Make sure make sure all of these values are correct before continuing.

[FOUMD] RRDTool Binary Path: Path to the rrdtool binary.
Ifusr,.’bin,’rrdtool

[FOUMD] PHP Binary Path: The path to your PHP hinary file (may require a
php recompile to get this file).

|fusr,"bin,fphp

[FOUMD] snmpwalk Binary Path: The path to yvour snmpwalk binary,
Ifusr,e’bin,’snmpwalk

[FOUMD] snmpget Binary Path: The path to your snmpget binary,
I,."usr,l’bin,’snmpget

SMMP Yersion: The type of SNMP you have installed.
INET—SNMP B vl

MOTE: Once you click "Finish", all of your settings will be saved and your
database will be upgraded if this is an upgrade. You can change any of the
settings on this screen at a later time by going to "Cacti Settings" from within

Cacti,
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After you have clicked FINISH you will be presented with a login page. Login to your
new cacti website with usernane 2adnmi n® and password 2admn®. You will be required to
change your password upon first |ogin.

First we'll setup graphs for our managed switch.

Choose @2Devices® under 2Managenent® on the |eft-hand nenu. Then add a device by
clicking the 2Add® link on the dark blue bar above the |ist of devices.

We will enter the following information for the device.

Descri ption: sw- nl ug- deno

Host nane: 192.168. 111.2

Host Tenpl at e: Generi c SNVP-enabl ed Host
SNWVP Conmuni ty: snnp*password

SNWVP Ver si on: Version 2

When you click CREATE, you wll be taken to the device page. The page should show
some basic SNWP |Information just bel ow the description and the hostnane of the device.
NOTE: If the page shows SNWP error, confirmthe IP, be sure SNWP is enabled on the
devi ce and check any firewall rules that may be interfering with the query.

Scroll down to the 2Associated Data Queries® section near the bottom of the page and
confirm that there is the data query called 2SNW - Interface Statistics® was
successfully queried. You may see sonething simlar to the foll ow ng:

Associated Data Queries

Drata Query Mame Debugging
1) SMMP - Interface Statistics (Verbose Query)] Success [163 Items, 27 Rows] O 3

Add Data Guery: |Kar|net—Wire|ess Bridge Statistics j

Scroll back to the top of the device page and click on the large blue link that says
aCreate Graphs for this Host®. You will be taken to a new page that should list the
avai l abl e SNWP data queri es. W want to create graphs for all of the ports so we
sinmply click on the checkmark in the upper-right corner of the Data Query area. This
will mark all available ports. Next, click CREATE at the bottom of the page.

Data Query [SHMP - [nterface Statistics]

Index Description Mame (IF-MIB) Type Hardware Address IP Address v
i i i ethernetCsmacd(6)] 10000000 00:08:00:09:AEBO:I3F rd
2 2 2 ethernetCsmacd(&) 10000000 00;0%:00;0%;:AE:B0:3E Ird
2 2 ] ethernetCsmacd(&)] 10000000 00:02:00:09:4AE:B0:3D rd
4 4 4 ethernetCsmacd(&] 10000000 00:02:00:09:4AE:B0:3C rd
5 5 5 ethernetCsmacd(&) 10000000 00:0%:00:09:AE:B0: 3R rd
£ & & ethernetCszmacd(&] 10000000 00:08:00:09:4E:B0:3A v
7 7 7 ethernetCsmacd(6)] 10000000 00:08:00:09:AE:BO:39 rd
=] =] =] ethernetCsmacd(6)] 10000000 00:08:00:09:AE:B0:38 rd
&l 9 9 ethernetCsmacd(6)] 10000000 00:08:00:09:AE:BO:37 rd
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You will be presented with a list of indexes available for the graphs. Sonetines you
have nore than one option in the dropdown nenu. These options influence the default
nanes Cacti will give each of your graphs. W usually choose 2iflndex°.

Create 27 Graphs from Data Query
Data Query [SHMP - Interface Statistics]

Interface - Traffic - Index Type

The data for each new graph will be indexed off of the
fallowing field, Certain fields may have been removed IiﬂndE!X (Index)
frarm the list if they do not contain unigue data, It is
best to chooze a field whosze value never changes.

ifDescr(DescriptiDn)

iftlarne (Marme (IF-MIB))

ifHwAddr (Hardware Address) @
ifl P (IF Address)

Click CREATE to finish creating your graphs. That's it! Now you have graphs for your
managed switch or other network device.

Now | et’s setup graphs for our Linux system

Choose 2Devi ces® under @Management® on the | eft-hand menu again. Then add a device by
clicking the 2Add® link on the dark blue bar above the |ist of devices.

We will enter the following information for the device.

Descri ption: | i nux-nl ug-deno
Host nane: 192. 168. 111.5
Host Tenpl at e: ucd/ net SNWVP Host
SNWVP Communi ty: snnp* passwor d
SNWP Ver si on: Version 2

When you click CREATE, you will be taken to the device page. The page should show
some basic SNWP |Information just bel ow the description and the hostnane of the device.
NOTE: If the page shows SNWP error, confirmthe IP, be sure SNWP is enabled on the
devi ce and check any firewall rules that may be interfering with the query.

Scroll down to the 2Associ ated Data Queries® section near the bottom of the page. You
shoul d see sonething sinmlar to the foll ow ng. Notice how the second query returned
no itens. Renove the 2ucd/net — Get Monitored Partitions® and add 2SNWP — Get Mount ed
Partitions® instead.

Associated Data Queries

Data Query Mame Debugging
1) SMMP - Interface Statistics (Werboze Query) Successz [12 Iterns, 2 Rows] 00 3

2} ucd/net - Set Monitored Partitions [Verbose Query) Success [0 Iterms, 0 Rows] ©OF 3

Add Data Query: |Farinet-‘Wireless Bridge Statistics j

Associated Graph Templates

Graph Template Name

1) ucdfmet - CPU Uszage Mot Being Graphed x
2) ucd/net - Load Average Mot Being Graphed b 4
3) ucdinet - Memory Usage Mot Being Graphed b 4
£dd Graph Template: |Cisco- CPU Usage j add
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After making these changes, you should see data queries and graph tenplates simlar to
the foll ow ng.

Scroll back to the top of the device page and click on the large blue link that says
aCreate Graphs for this Host®. You will be taken to a new page that should list the
avai l abl e SNWP data queries. W want to create graphs for all of the available quries
so we sinmply click on the checkmark in the upper-right corner of each Gaph Tenplate
or Data Query area to mark all available queries. Next, click CREATE at the bottom of
t he page.
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You will be presented with a list of indexes available for the graphs. Sonetines you
have nore than one option in the dropdown nenu. These options influence the default
nanes Cacti will give each of your graphs. W usually choose 2iflndex® for Traffic

graphs and 2hr St orageDescr® for Storage G aphs.

Cick CREATE to finish creating your graphs. That's it! Now you have graphs for
processor, menory, disk and traffic on your Linux system

Happy graphi ng!

NOTE: Your graphs will always appear broken until the first 5 minute polling cycle has
occurred. This is because the data files that the graphs are based on are not created
until the first time the device is polled.
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